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CYBER SECURITY 101

An Introduction about Cyber Security
Perimeter in general

Learn more about security Principal on
Linux Operating System

Deep dive learn about security
implementation on Ubuntu Operating System

Ask a question and win merchandize
from Biznet Gio
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° Human Layer: Training

Perimeter: Firewalls, Spamfilters,

Instrusion Detection / Prevention
Application: Patching, Updates

MISSION
CRITICAL
ASSETS

Mission Critical: Backups, Response and
Recovery Plans
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Human Layer: Training

Security awareness training is a strategy used by IT and
security professionals to prevent and mitigate user risk.
These programs are designed to help users and employees
understand the role they play in helping to combat
infFormation security breaches.

Ex: Certified Secure Computer User (CSCU)

PHISHING
BERKEDOK HADIAH

Media yang sering digunakan
= SMS

* Telepon
* Aplikasi chat

Tahapan phishing berkedok hadiah

Penjohat siber menginvestigasi
calon korban dan membuat cerita
undian berhadiah palsu yang

diputarbalikkon faktanya HMOOUSPENIPUAN % -.'
Bl j® Ik Sarpa areghaiDLngl .
Penjahat siber menghubungi lﬁ- aniix hoped lags aca

korban dan mendesak untulk
segera klaim hadiah dengan
memberikan data pribadi

(nomor kartu ATK, PIN, OTP)
poda website atau form

[ @®_  Setelah data pribadi didopatkan,
maka penjohat siber segera
membobol rekening atau dumpﬂ)
digital milik korban

Sumber goembar
bt e el vt oo L il P P S -
S [ T QO SN M k0= S hOp ot - D soeys-di-
|mﬁ1-iming-r'mm-mnm

Seteloh itu, penjahat siber
mengakhiri komunikasi

dengan cara yang naturnal,
sehingga korban tidak curiga

Pencegahan

. memenangkan undian apapun. Jika Anda menerima informasi memenangkan undian, i
" maka informasi tersebut adalah informasi yong tidak benar.

T o e ) ) e ) 2 i e i ] ) T P e e P e e ) e ) i e i e ] e ) e i e T e i e e e e
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Perimeter: Firewalls, Spamfilter,
Intrusion Detection/Prevention, WAF, etc

The perimeter layer stops most attackers.
It stops the spam, the petty thief, the automatic
scanning tools ran by anonymous curious cats
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Know your system(s)

The first principle is about knowing what your

system is supposed to do.
What is its primary role, what software
packages does it need and who needs access?

Security Measures:

« Password policy

* Proper software patch management
« Configuration management
 Documentation
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Least Amount of Privilege

Each process running, or package installed, might
become a target. Security professionals call this
the “attack surface”.

What you want is to minimize this attack surface
by removing unneeded components, limit access
and by default use a “deny unless” strategy.

Security Measures:
« Use minimal/basic installation
« Only allow access to people who really need it
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Perform Defense in Depth

Protect the system by applying several layers of
security. This principle is named “defense in depth”
and can be compared with an onion: to get to the
core, you have to peel of layer by layer.

One broken defense might help us protect against
full compromise.

Security Measures:
« |Ptables / Nftables
« Hardening of software components
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Protection is Key, Detection is a Must

Security focuses on the protection of assets. While this
is a primary objective, we should consider that one day
our defenses are broken.

Therefore we want to know this as soon as possible, so
we can properly act. This is where principle 3 and 4 both
are linked. Set-up proper detection methods, similar
to the trip wires used by the military.

Security Measures:

e Linux audit framework

« Remote Logging

* Create backups and test them
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Know your Enemy

You can only protect a system the right way.
If you know what threats you are facing.

Why would this system be a target and who
would be targeting it?

Perform a risk analysis and determine what
potential threats your system might endure.
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/\ Center for

C I S@ Internet Security’

https://ubuntu.com/security/certifications/docs/usqg/cis
https://ubuntu.com/security/certifications/docs/usqg/cis/compliance
https://qgithub.com/francsw/ubuntu2204 cis

CIS HARDENING

CIS compliance with Ubuntu Pro Plan

Ubuntu contains native tooling to automate compliance and auditing with
the Center for Internet Security (CIS) benchmarks.

The Center fFor Internet Security (CIS), develops the CIS benchmark
documents for Ubuntu LTS releases. As these documents contain a large
number of hardening rules, compliance and auditing can be very efficient
when using the Ubuntu native tooling that is available to subscribers

of Ubuntu Pro.

With Ubuntu 20.04 we introduce the Ubuntu Security Guide (USG) an easy
to use tool fFor compliance and auditing that replaces our older tooling.
See the following sections for more information.

PROFILE NAME CORRESPONDING CIS PROFILE
cis_level1 workstation Level 1 Workstation profile
cis_level1 server Level 1 Server profile

cis_level2 workstation Level 2 Workstation profile

cis_level2 server Level 2 Server profile



https://ubuntu.com/security/certifications/docs/usg/cis
https://ubuntu.com/security/certifications/docs/usg/cis/compliance
https://github.com/francsw/ubuntu2204_cis
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CIS Ubuntu Linux 22.04 LTS Benchmark

CIS Benchmarks focus on technical configuration settings used to maintain

and/or increase the security of the addressed technology, and they should

be used in conjunction with other essential cyber hygiene tasks like:

* Monitoring the base operating system For vulnerabilities and quickly
updating with the latest security patches

* Monitoring applications and libraries for vulnerabilities and quickly updating
with the latest security patches

At the CIS Benchmarks are designed as a key component of
a comprehensive cybersecurity program.
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CIS Ubuntu Linux 22.04 LTS Benchmark
" Items in this section are advised for all systems, but
C Initial Setup may be difficult or require extensive preparation after

the initial setup of the system

® While applying system updates and patches helps correct
known vulnerabilities, one of the best ways to protect
the system against as yet unreported vulnerabilities is to

disable all services that are not required for normal
system operation
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CIS Ubuntu Linux 22.04 LTS Benchmark

Networking This section provides guidance on for securing the
Configuration network configuration of the system through kernel
parameters, access list control, and firewall settings

Authentication and Authorization

Recommendations in this section are intended as
maintenance and are intended to be checked on a
frequent basis to ensure system stability

System

Maintenance




#3550 CIS HARDENING

Conf.Asia _4¢n@

CIS CAS Lite (free version)

CIS-CAT Lite is the free assessment tool developed by the CIS
(Center for Internet Security, Inc.).

CIS-CAT Lite helps users implement secure configurations for multiple
technologies. With unlimited scans available via CIS-CAT Lite.

With CIS-CAT Lite, We Can Easily:

« |Instantly check your systems against CIS Benchmarks.
« Receive a compliance score 1-100.

* Follow remediation steps to improve your security.
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CIS CAS Lite (free version)

Target System Name *
[yhe-cs-ubuntu P Benchmarks
Target System Type # )

Available
Linux W B-

Benchmark
Port * | |(:l.
22 E CIS Controls Assessment Module - Implementation Group 1 for Windows 10 v1.0.3 Lewvel 1 - Server
U - CI5 Controls Assessment Module - Implementation Group 1 for Windows Server v1.0.0 Level 2 - Server

semame CIS Google Chrome Benchmark v2. 1.0 Level 1 - Warkstation

|3-'1..|5uﬂ'13diwina13 | E CIS Microsoft Windows 10 Enterprise Benchmark v2.0.0 Leve Co nfiguration Assessment

CIS Microsoft Windows 10 Stand-alone Benchmark v2.0.0
Password CI5 Ubuntu Linux 20.04 LTS Benchmark v2.0.1

%" CIS-CAT Pro Assessor loaded %" Platform Applicability assessed % Checklist Rules evaluated
| %" Connected to assessment target System Characteristics collected %" Chedkist Results generated
Private H’E"y’ file %" Assessment started %" Definitions evaluated %" Assessment Results written
E ' ! © 'Y rsa.ppk Assessment complete
Assessment 1outof 1

IP Address / Hostname *

R g —

,0888880. 8888 d8888880. ,0888880. 8. 8888588588888888
8888 "g8. 8888 . B8B88:' “88. 8888 “88. .88. 8888
Selected
Temporary Path , 88888 “8. 8888 8§.°88B8. Y8 , 88888 ‘8. .BB88. 8888
| Grayed out selections have interactive values 888888 8888 °8.'8888. 888888 . 88888. 8888
888888 8888  '8.°8888. 888 SB8ES8S .8. 88888, 8888
888888 8888 “8.'8888. 888 888888 .8°8. 88888, 8888
Benchmark
g88888 8888 "8, 8888, g88888 .8' “B.°88883. 8888
CIS Ubuntu Linux 20.04 LTS Benchmark w2.0.1 88888 .B' 8888 S8b  °8.'888s. “§8888 .8' .8' °§.°88888. 8388
8888 ,88' 8888 ‘sb. ;8.°'883% 8888 ,88' .B8EB88888, 88888, 8888
“§B8888P" 8888 “YBBSSP , B8P’ “888888P' .8" ‘8. 88888. 8888

Welcome to CIS-CAT Pro Assessor; built om 0972772023 12:52 PM

This is the Center for Internet Security Configuration Assessment Tool, w4.34.0
At any time during the selection process, enter 'g!' to exit.
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Summary :
ipti I == N BT CIS Ubuntu Linux 20.04 LTS Benchmark v2.0.1
I e e Ao o ey
1 Initial Setup 40 16 0 0 3 0 400 550  73% e Level 1-Server
1.1 Eilesystem Configuration 24 3 0 0 0 0 240 270 89%

1.1.1 Disable unused filesystems 5 0 0 0 0 0 50 50 100% . Wednesday, October 4 2023 21:57:14

1.1.2 Configure /tmp 3 1 0 0 0 0 30 40 75% . .

1.1.3 Configure /var 2 0 0 0 0 0 20 20 100% e Assessment Duration: 1 minute, 4 seconds

1.1.4 Configure /var/tmp 3 0 0 0 0 0 30 30 100%

1.1.5 Configure /var/log 3 0 0 0 0 0 30 30 100%

1.1.6 Configure /var/log/audit 3 0 0 0 0 0 30 30 100%

1.1.7 Configure /home 5 Logging_and Auditing 7 4 0 0 8 0 70 1.0 64%

1.1.8 Configure /devishm 5 1 Confi L . 7 3 0 0 5 0 70 100 70%
1.2 Filesystem Integrity Checking ' SEIEEPIRE S . : .
1.3 Configure Software and Patch Management 511 CGHﬁQUFE journald 3 2 0 0 5 0 3.0 5.0 60%
1.4 Secure Boot Settings 5.1.1.1 Ensure journald is configured to send logs to a remote log_host 2 0 0 0 2 0 20 20 100%
1.5 Additional Process Hardening 5.1.2 Configure rsyslog 4 0 0 0 3 0 40 40 100%
1.6 Mandatory Access Control _ = _ _ i ’

1.6.1 Configure AppArmor 5.2 Configure System Accounting_(auditd) 0 1 0 0 0 0 0.0 1.0 0%
1.7 Command Line Warning Banners 5.2.1 Ensure auditing_is enabled 0 0 0 0 0 0 0.0 0.0 0%
N R 5.2 2 Configure Data Retention 0 0 0 0 0 0 00 00 0%
e Svnchronation 5.2.3 Configure auditd rules © 0 0O ©0 0 0O 00 00 0%
2 1.1 Ensure time synchronization is in use 5.2 4 Configure guditd file access 0 1 0 0 0 0 0.0 1.0 (%
2.1.2 Configure chrony & System Maintenance 22 2 0 0 1 0 220 240 82%

;-Jigﬂ"gﬂwe Sﬁtfﬁtemd-t'mewﬂﬂd 6.1 System File Permissions 11 1 0 0 1 0 1.0 120 92%
— 6.2 Local User and Group Settings M1 1 0 0 0 0 10 120 9%
2.3 Service Clients Total 127 79 0 0 23 0 127.0 2086.0 62%

MNote: Actual scores are subject to rounding errors. The sum of these values may not result in the exact overall score.

The 'Exc’ column only applies to Exceptions that are generated using CI5-CAT Pro Dashboard and is not utilized by CIS-CAT Pro Assessor.

vhs-cis-ubuntu-CIS Ubuntu Linux 20.04 LTS Benchmark-20231004T215819Z.html



../CIS-CAT Lite Assessor v4.34.0/Assessor/reports/yhs-cis-ubuntu-CIS_Ubuntu_Linux_20.04_LTS_Benchmark-20231004T215819Z.html
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1.1 Filesystem Configuration......... s s s s s s s sas saa s s s a s aan e 20

1.1.1 Disable unused fileSyStemS ....... s e s e e s s s e nns 21

3 €= 1 QT T o T o | o 21

@_ . ® c1s Benchmarks™ RETUIN VaAlUES ... it ra s eat s saeara s ss s assasassassasasasaasasantansassasasasansansssssssssssnsssnanassnnasanns 21
1.1.1.1 Ensure mounting of cramfs filesystems is disabled (Automated) ..., 22

1.1.1.2 Ensure mounting of squashfs filesystems is disabled (Automated) ..o, 25

1.1.1.3 Ensure mounting of udf filesystems is disabled (Automated)............... 28

LIS 0 T 1 Lo LT = 0 T o 31

CIS Ubuntu Linux 22.04 1.1.2.1 Ensure /tmp is a separate partition (Automated)...............ccooi oo, 32
LTS Benchmark 1.1.2.2 Ensure nodev option set on /tmp partition (Automated) ... 35
ool 1.1.2.3 Ensure noexec option set on /tmp partition (Automated) ... 37
1.1.2.4 Ensure nosuid option set on /tmp partition (Automated) ... 39

I T 000 4 4 [T~ - T 41

1.1.3.1 Ensure separate partition exists for /var (Automated) ... 42

1.1.3.2 Ensure nodev option set on /var partition (Automated) ... 45

1.1.3.3 Ensure nosuid option set on /var partition (Automated) ..o 47

1.1.4 Configure /Var/tmp ... s s s sr s e ss e s enan e e e maa s e s an s saan s s mnanssnnnnnns 49

1.1.4.1 Ensure separate partition exists for /var/tmp (Automated) ... 50

1.1.4.2 Ensure noexec option set on /var/tmp partition (Automated) ... 53

1.1.4.3 Ensure nosuid option set on /var/tmp partition (Automated) ... 55

1.1.4.4 Ensure nodev option set on /var/tmp partition (Automated) ..., 57

I I O T ) L= AT 2= T o o T 59

1.1.5.1 Ensure separate partition exists for /var/log (Automated) ...... ... 60

1.1.5.2 Ensure nodev option set on /var/log partition (Automated) ... 62

1.1.5.3 Ensure noexec option set on /var/log partition (Automated)..............oo e 64

1.1.5.4 Ensure nosuid option set on /var/log partition (Automated)
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1.1.6 Configure /var/log/audit...............coiiiiiii s s s aa s 68

" g W ) 1.1.6.1 Ensure separate partition exists for /var/log/audit (Automated)...............iiii 69
GIS' e S Protection from resource eXRAUSLION ...........cccccucueueieerceeesssseree st ssssesssssssnssssssssessassennes 69
Fine grained control over the MOUNt........... s rrs s e s srasn s e e e e e annas 69

Protection of audit data ... ———————————————— 69

1.1.6.2 Ensure noexec option set on /var/log/audit partition (Automated)..............ccoooiiiiiiiiiiie, 71

CIS Ubuntu Linux 22.04 1.1.6.3 Ensure nodev option set on /var/log/audit partition (Automated)..............cceeiiiiiiiiiiiiie e 73
LTS Benchmark 1.1.6.4 Ensure nosuid option set on /var/log/audit partition (Automated)................ 75
I I A 0o 4o LT =0 o 3 77

V10 S 1.1.7.1 Ensure separate partition exists for /home (AUtoMated) .............ocooioeevoeee oo 78
Protection from resource eXhaustion ... 78

Fine grained control over the mMouNt............ e e s s s s e 78

Protection of User data ... s 78

1.1.7.2 Ensure nodev option set on /home partition (Automated) ... 81

1.1.7.3 Ensure nosuid option set on /home partition (Automated) ... 83

1.1.8 Configure /deVISRM ......... s s a e ae s nas s s nna e s s ansnnns 85

1.1.8.1 Ensure nodev option set on /dev/shm partition (Automated)............coooeiiiii e 86

1.1.8.2 Ensure noexec option set on /dev/shm partition (Automated).............ccooiiiiii i 88

1.1.8.3 Ensure nosuid option set on /dev/shm partition (Automated)..............coooiiiiiii i 90

1.1.9 Disable Automounting (Automated) ... e e 92

1.1.10 Disable USB Storage (AUtomMated) ..........cooomiiiiiii e e e e e e e e e 94

.
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1.2 Configure Software UPAates ...t s sr s s s snaa s s s s s mana s s s ennna s s s s ansnsssanns 98

S ke ) 1.2.1 Ensure package manager repositories are configured (Manual)...............coooeeiiii i, 99
GIS' ot S A CEBesa 1.2.2 Ensure GPG keys are configured (ManUAI) ............o.ouoeeeeeeeeeeeeeeee e ee e 101
1.3 Filesystem Integrity CheCKing ...t s sr s s s s s s s s s s eans s s s e man s s s s anan s s 103

1.3.1 Ensure AIDE is installed (Automated)....... ..o e 104

1.3.2 Ensure filesystem integrity is regularly checked (Automated) ... 106

CIS Ubuntu Linux 22.04 1.4 Secure Boot Settings........c e e e b s 109
LTS Benchmark 1.4.1 Ensure bootloader password is set (Automated) ... 110
1.4.2 Ensure permissions on bootloader config are configured (Automated)...............ooo, 113

Ny i a 1.4.3 Ensure authentication required for single user mode (Automated)..............ccccooeiiiiiiiiiieceie. 115
1.5 Additional Process Hardening ... s s s ssssssssss s e s s s s smams s sssasssees 117

1.5.1 Ensure address space layout randomization (ASLR) is enabled (Automated)..................cccooeiee. 118

1.5.2 Ensure prelink is not installed (Automated).............oooi e 122

1.5.3 Ensure Automatic Error Reporting is not enabled (Automated) ... 124

1.5.4 Ensure core dumps are restricted (Automated) ... 126

1.6 Mandatory ACCeSS CONLIOl ...... .t s s s e s naa s e e s raa s s e e s e s nn s s sennnsas 128

1.6.1 CONTIGUIE APPAIMON ...t s s s s s s s e s s se e s e s ba s s bee s ae e s aa s s esannnansssnnnsnsssnsns 129

1.6.1.1 Ensure AppArmor is installed (Automated) ... 130

1.6.1.2 Ensure AppArmor is enabled in the bootloader configuration (Automated).............ccccooieeii. 132

1.6.1.3 Ensure all AppArmor Profiles are in enforce or complain mode (Automated) .............................. 134

1.6.1.4 Ensure all AppArmor Profiles are enforcing (Automated)............cooooi i 136

.
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@ B & - N— 1.7 Command Line Warning Banners.............ccciiiimmininnsnsninsssssssssssssssssssssssssssssssssssssssssnes 138
feasas e 1.7.1 Ensure message of the day is configured properly (Automated)............c.oouevioeeeoeeee e 139
1.7.2 Ensure local login warning banner is configured properly (Automated) .............coooiiiiiiie 141

1.7.3 Ensure remote login warning banner is configured properly (Automated).............ccooooiiiiiiiiennn... 143

1.7.4 Ensure permissions on /etc/motd are configured (Automated) ... 145

CIS Ubuntu Linux 22.04 1.7.5 Ensure permissions on /etc/issue are configured (Automated) ... 147
L TS Benchmark 1.7.6 Ensure permissions on /etc/issue.net are configured (Automated) ............coeeiiiiiiiii i 149
1.8 GNOME Display Manager ... s ss s sssssssssssss s s esessssssssssnnnns 151

e 1.8.1 Ensure GNOME Display Manager is removed (Automated) .............ccccovviiiiiiiiieiiice e 152
1.8.2 Ensure GDM login banner is configured (Automated)............ooommiiiiiiiii e 154

1.8.3 Ensure GDM disable-user-list option is enabled (Automated).............oi 158

1.8.4 Ensure GDM screen locks when the user is idle (Automated) ... 162

1.8.5 Ensure GDM screen locks cannot be overridden (Automated) ...........ccooooreiiniiei i 167

1.8.6 Ensure GDM automatic mounting of removable media is disabled (Automated) .............c.c............. 172

1.8.7 Ensure GDM disabling automatic mounting of removable media is not overridden (Automated).....178

1.8.8 Ensure GDM autorun-never is enabled (Automated) ..o 183

1.8.9 Ensure GDM autorun-never is not overridden (Automated) ... 188

1.8.10 Ensure XDCMP is not enabled (Automated)........ ... 193

1.9 Ensure updates, patches, and additional security software are installed (Manual)............................. 195
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GIS- b A R EEaanens 2.1 Configure Time SYNCRrONIZAtION .......ccccecieiiiiieiieiiisrie e ssecssss s ssssssssasssssssssnsssessnssssssnnans 198
2.1.1 Ensure time synchronization iS iN USe.......c i s srss s sss s s snan s s ss s s 199

2.1.1.1 Ensure a single time synchronization daemon is in use (Automated) .............coceiiiieiiieieee. 200

2.1.2 Configure ChrOoNY ... rass s as s as s s s s s s s s s s ssa s s assssnsssssssssssssssnssssnnnnsnas 204

CIS Ubuntu Linux 22.04 2.1.2.1 Ensure chrony is configured with authorized timeserver (Manual) ...............ccoooiiiiiieiiee e 205

2.1.2.2 Ensure chrony is running as user chrony (Automated) ... 209

LTS Benchmark 2.1.2.3 Ensure chrony is enabled and running (Automated) ... e 211

V1008 20 2.1.3 Configure systemd-timesynCd........cciiiiiiiiniiiin s 213

2.1.3.1 Ensure systemd-timesyncd configured with authorized timeserver (Manual).............c.cccccoovvee. 215

2.1.3.2 Ensure systemd-timesyncd is enabled and running (Automated) ...............ccoooiiiiiiiieiiee e 218

7200 T S 0o T 1) 4 (o [T = o 220

2.1.4.1 Ensure ntp access control is configured (Automated) ... 221

2.1.4.2 Ensure ntp is configured with authorized timeserver (Manual)...............coooiiiiiiiiiii e 225

2.1.4.3 Ensure ntp is running as user ntp (Automated) ... e 228

2.1.4.4 Ensure ntp is enabled and running (Automated).............coooiiii e 230

2.2 SPECIial PUIPOSE SOIVICES ...ttt it i rrssssss s ss s s s s s s s s s s s s s sa s s e as s annsssasssssssnnssnsssssnssnnnnnnnn 232

2.2.1 Ensure X Window System is not installed (Automated) ... 233

2.2.2 Ensure Avahi Server is not installed (Automated) ... 235

2.2.3 Ensure CUPS is not installed (Automated) ...........ooiiimiiie e e 237

.
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2.2.4 Ensure DHCP Server is not installed (Automated). ... 239

s 2.2.5 Ensure LDAP server is not installed (Automated) ... 241
<CIS- inernet Security e B 2.2.6 Ensure NFS is not installed (AULOMATEA) -........o.o.oeoeeeoeeeeeoeeeeeeeeeeeee e, 243
2.2.7 Ensure DNS Server is not installed (Automated) ..o 244

2.2.8 Ensure FTP Server is not installed (Automated) ......... ... e 246
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